Charly's Column: tcpflow and HugeURL

The sys admin’s daily grind: tcpflow and HugeURL

Double Feature

First the fun, then the pleasure: This month, we look at a TCP that administrators have to

take seriously, followed by some URL fun. By charly Kiihnast

f you need to smooth the kinks out
of your network services, very
likely you will take Tcpdump and
Wireshark out of your toolbox. But
honestly, both are slightly less than intu-
itive, and you need to be a genuine ex-
pert to interpret the results. Tepflow [1],
on the other hand, is infinitely more in-
telligible. Instead of presenting the re-

sults packet by packet, it collects them
as a data stream - thus, the “flow” in the
tool’s name.

Tepflow organizes all of your open
connections in source-target pairs and
gives you a contiguous summary of the
data traffic, with no need to worry about
sequence numbers and packets out of
order. The typical command looks some-
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010.000.000.115.37895-080,237.227.140.00080:
Host: www.linux-magazin.de

User-Agent: Mozilla/5.0 (X11; U; Linux i686;
Ubuntu/10.10 (maverick) Firefox/3.6.14
|Accept: text/html,application/xhtml+xml,appl
|Accept-Language: en-us,en;g=0.5
|Accept-Encoding: gzip,deflate
|Accept-Charset: IS0-8859-1,utf-8;q=0.7,%;q=0|
Keep-Alive: 115

Connection: keep-alive

Cookie: _ utma_a2a=7292745027.1307663422.127
tma=38187326.1490806165.1276106496.129949451
989770.4.4.utmesr=google|utmcen=(organic) |ut
ors20anleitung; eZSESSIDlinux_magazin=c52d5a
8187326; _ utmv=; _ utmb=38187326.1.10.12994
Pragma: no-cache

Cache-Control: no-cache

080.237.227.140.00080-010.000.000.115.37895:

Date: Mon, 07 Mar 2011 11:38:16 GMT

Server: Apache/2.2.8 (Ubuntu) PHP/5.2.4-2ubu

1/3.0.0 mod_ss1/2.2.8 OpenSSL/0.9.8g
-Powered-By: eZ Publish

Expires: Mon, 26 Jul 1997 05:00:00 GMT

Cache-Control: no-cache, must-revalidate

Pragma: no-cache

Last-Modified: Mon, ©7 Mar 2011 11:38:16 GMT

Served-by: www.linux-magazin.de

Content-language: de-DE

Keep-Alive: timeout=15, max=98

Connection: Keep-Alive

Transfer-Encoding: chunked

Content-Type: text/html; charset=utf-8

d3e7

<<!-- pagelayout start -->...

GET / HTTP/1.1
en-US; rv:l.9.2.14) Gecko/20110221

ication/xml;g=0.9,*/*;9=0.8

MALnMTUnVnOwd20y UXT VWG WVOJ V] YwZDRAMVLINKRSNE Tt eFZVM ALV} Ax
V2JET1hhMkOxVmpGYwiMy Sk VUbGhoTWsweFdWZDRTHL dnkhGUn JGNLhZa2hD
VVZacVER1pWHDELVTJOV1 ZXSkhhRz 1WinxaM] ZshnFkRESGNk 2wVOLERTEN
VEowV jFaliFNraGhSemxWVmpOT 00xcFZXbUZgVtaMEVteFNUbUY2ULRGVI ZE
'b3dWakZhV0Z0cnFHaFN1bXh XVnOwe GxSkdXbGRYY 1Vac 1 VQRRFTRLISTVRS
VK1 rcE1aSHBHY j JFeVVYZFp1a3BINXp GT2RAVRNRKSSY hoWFZEHXIUMVES
TUhoa 1JscFLZbFZhY2xWCVFURLNNWE JHV] J4T1 ZXSkd 1R1pXYhSHI ZgSk tl
VkpZWk 2wV JWCHUWVE JhVDJOc 2NFaGpSbEpUVX0Q1 dShn JXbGRa VI FGNFZH

V1Lrk tTRpxUn] GU2JVbDZXalprYUdFeGNHOVdhaBpoVkRKT2RGTn JaRLID
ViNOVVZGY3hi MWRzV1hoYV JGSnBUV3RZ TTFSVnFHOVhSHHBIVLdac dtSkdX
bhaTWSONFL6RLd JbHBHYUdSUBOXR] ZWak owV TFVeFdUSKSXRXBX WNkkNGEG
VXdhRUSUUXweFUYdGF1 R1pzV2xwhOEXcDNWak ZL V] JOSNIGZEdSVXB VS
510y TxX1Ua1poU JNCVEL rVndWv1p6zUc SUk 1 XUnpWi VL VBJKSEV OV VNbHBY.
VGXaYVIFNVZPV2hpUThB1 75 ZDR JMARBU KNG XaGFUV Lp3ZNX reWVHIGLS
‘23AwH1V222PWNn )1 ek ZXY1hCS] RWZEZ1 RnRZWKULV1 25 cFVXVL JHZDFZeGIT
S1hhM1JUVWL 4d2VGV1dhRz10TVZwe 1Yy CEGMMDFL YUGONTZXUkda VWRPUT JK
R2PHaESWbk J2Vm1 0ULMxUX| Va2RVYm twaFV teEt {R1px VGOSWFZScF1ZMFUL
YVUXWEV raFdNa1ZUvkd 4TINGVNVUbFpoY TBWNI ZHIGRAbZY Wt 0aLlyaFhz
WHBXUGZa CVNGU1ZNV] [wVTJ0b 2FGSNThGhVVmxwM1 Yuhin J1 RuRy ZEdwaVZr
CEIWDGOOYTIGVINUUTBARTVY VEC1bdGhHETal psUN] SNLdrVTFAMUD2YOZN
WEZsSkhaREZ rU] JKSVNRINTDXh4V1dOYWQy VicdNGx rUjBacFVteHd LbFLS
ZUNKWETwV JRZHGhLV2xaWEV r ZGPAVL JQVWpKRL Ly Rk Rk<SpY TBWHL ZEMTBY.
MULAVVhsVREYUTVZb XR3Y JFWCYNONdShXthaTBaa2JHSkhVbGxhVLANMVIN
VXhXR1ZyYUZKTnFSW1 VWa 200VDFOSF JrZF 11 RnBwVm tWVm QX AR RARNTVZW
MEVtIGIVR1pOYLZSVVZXAERVHNhNYZFWRNY tCESMUL3VIRKMGTy RkdTbkSU
'YkdoV1ZsWndNMVpyV21 GalZrcDBaRNQWYT JFe 1FYZFhi R1poNVRKRLJGS1a
3BTV ] NoW VG Xe GORNUL 4Y0Za V] dHaFRUVNRT ZWxsV 1ds TRhSVEZGVTT1b1Yx
WXV GhYVmwVp Vi tkVipzVn] sV1TzaDZWMAQWAVAReVZrZEdXR3hy WpO
U2TxbHWDRRXTVZwMFlouZEd XROpHY 070Nk HaEXWHNhh VO ZWc LpHRLdNMmh J
V1R JeFHx5X1S5a2RoUnxKVEZSaENTHVpBTVRCVK VHTRAb Ghv VOZk SGFHaFZN
RnBoVnL 4coNsZHIKR3BTYKhCNFZrY3dOV1 14V250a 1 JXaF INaLUX ZGKSVIZY.
2601 VXBGV1d4a1RSWX hREDXTVZwaF VERk t jMVI1 Vx0aVIx Sndiak JrY JAL
€1d rZFZhMLIXVFd2eESGNX1 OVk SoTVVWMEZXNUNAMKDTYUVSVAIGE HONDFDH
ZEZKIGNENVINVzVnxSSO1HRXhaRAhUYkdob1 VtHWSZV1py Vil GTkICHIN
MjFHYWxaCRNERThhHXBOQVk d 4YWN Tk VWD GRTT TJob1Zr UKt SHARHUDXSYVIZ
O1RNakSVV] ZKNGVHOVINVTEONTBYVY X ZEhhR1 JVVn1 SVFp XeHNNbGRzVGLO
ULZFW j ZWVEkxY 1FZeFdqWINARUp o VWt WYWNSVnFTa 3RUVmxKHE Wik ShRL. 22
V2pWVOL XUXGXVIRSZVZac 1pGZG11RXBSV1dOV1 My SXhiRnxqULdSc ZteEtL
bFpOT1USNFLWCENZHFpY V25 XRINSQ1dNbmhoV jBaVNscENShGROTWL0STYx
Ukp1Rk] 4UThoa 1 JXUnhVbF JXVDPAC2FFT RNV AwVEZSQ1ZrMVZi REZAYkdo
d1Ywhin tTRLZHV2xwV1 Jb3pxV1 Zh ] JOVI RuUTBWbVIUNA A1 dswk dXbXBP
V1BuSVUydGINbUTZUdoV2JHUKOUV pzV ] FalFHC GLNNE JHVmXkNGEXUNRS
bKSYYkZaWFLUSTINRRXV2tak 1S JFWRZFYVTIKR2NGOFhVH2ho VOXURYG
ZHVSESpV2waFZ1cEQTHUSKV2552]1 J6bGIUVI Z2 T1ZSVFET L1 VXBIWVV
T11WskZXbiwhaZWtaM1 Vs dkRESGT1 ZkT1 ZXd 3pbXh TUz AXSENYDENAMLIV
WALZHVZWbHJaRz L XYk Zwe lYyNAtUa2EXYBhs V01 qRkhZV3hhY 21 ORVISaGhN
'WEJRVMtkNFLXTnRUa1ZXYkdSVERUSnS: HVpy VW OUOIWbDRZMEZINZKCSX
OVphmhEV jFaaldHVkdUbES0ZWtasVZqS jRAMVYSUThwUnrNVdZbE JHVicZS
V1dsiinxAMDQY VWL 42 1RsWnVRa 1pY Vk VKaF-ZqR t SWRZY 6ZaahEZQLLNb XRX
WdWe1duRINa R1 JxVEZkUDVSbEZaSE? k EYVWhKWEZE Uk 92
REF4ULdGR2FGaFNNMIhRVmOXNGEXVXh XWGhYk doc 1 UwZENNRLIXVZEObGIH
eFdZVWQuVOZJd2NFaFpNRnB2V JzeFLxTnNRbGROYn10b1ZqQnFNMK S2Y0V0
U2JHUThUV1Z3Wxac 1V rTmhNVWOVTFoc Uy RXLhSEIWY ThNeFkw1 ZkMvpy.
ZEULaVJuQ jRAVZBAU [Fack 1k SWRk Y VnOxb 2VSWNXb XRUU B SV LVWRFU
bEp1UNGSV2JURTBZekpPYZFWSYNIFNNMEDVV1 dOYWQuNUXbGhOVKVKT1 VE

Figure 1: Tcpflow collates
packet dumps from the client (top |

€HNORT15T1USaGIFCFZVVpvV ] JGck SWUL4SVnBEVnxaR1dXRkdUDGROTTE]
M1ZtdGtORmXXV1hsVGEXCFIWMGhDVOZacl duZENNVk YOV 1 JOT1 Zt Sk ZThFpY.
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http: //hugeur(. con/ ZNDhHOGTWY TqOMZMZNDEAYZBINZR3Z cyNahhNmYx |

eft) and the server (bottom

left) to create flows. The right-hand image shows one huge URL

from HugeURL.com.
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thing like:
tcpflow -i ethO -c -e

The -i eth® parameter
selects the interface on
which to listen; -c di-
rects data on the con-
sole.

If you leave out the -c,
the tool writes the
content of each flow to
a separate file. The file
name is based on the
source IP, target IP,
and port numbers. The
-e parameter, which
does not seem to be
available on some
Linux distributions,
color-codes the client/
server connections on
the console. In the
style of tcpdump, I can
enable filters that re-
strict the display to

specific sources, targets, or ports. The
following line

tcpflow -i ethO -c -e port 143

only lists the IMAP connections. The
screenshot in Figure 1 shows my brows-
er’s HTTP connection; I happen to be ac-
cessing the German version of Linux
Magazine online.

This example shows how tcpflow also
reveals the content of a cookie sent to
me by the website.

The Longer, the Better
About a year ago, I wrote about the URL
abbreviator Yourls (Your Own URLs) [2].
Yourls uses Apache’s Mod_reurite func-
tion to create practical short URLs from
long ones. But, you have to consider
whether these fast-food URLSs are detri-
mental to our web culture. Thanks to the
self-healing properties of our global vil-
lage, the counterrevolution is already in
full swing; irate administrators are fight-
ing back with URLs of epic dimensions.
To generate them, surf to HugeURL.com
[3], a service that converts a simple web
address (www.linux-magazin.de) into a
monster (Figure 1). munm




