
avaScript – can’t live with it, 

can’t live without it. The modern 

web is amazing; I can pay my 

bills, buy a laptop, and order hot pizza 

all from my web browser. To do all these 

activities, I must have a web browser 

with JavaScript enabled. If I disable it, I 

can’t read my email, pay my bills, buy 

anything, or view approximately half the 

websites on the planet. But if I enable 

JavaScript, the bad guys can:

s฀ TRACK฀WHO฀)฀AM฀WITH฀TRACKING฀CODE�฀
such as Google Analytics;

s฀ EXPLOIT฀SECURITY฀VULNERABILITIES฀IN฀&IRE-

fox (120+ and still going);

s฀ REDIRECT฀ME฀TO฀HOSTILE฀WEBSITES�฀AND
s฀ HIJACK฀ACTIONS�฀SUCH฀AS฀KEYBOARD฀AND฀

MOUSE฀CLICKS�
$ID฀)฀JUST฀SAY฀����฀SECURITY฀VULNERABILI-
TIES฀IN฀&IREFOX฀THAT฀ARE฀EXPLOITABLE฀VIA฀
JavaScript? Yup. And that’s not counting 

the ones that haven’t been officially cat-

egorized or fixed yet. A perfect example 

of one of these is CVE-2009-0253; using 

the onmouseover action to position a 2 

BY฀�฀PIXEL฀BOX฀OVER฀A฀CLICKABLE฀LINK�฀AN฀
ATTACKER฀CAN฀REDI-

rect you to an arbitrary website [1]. Any 

MOUSE฀CLICK฀EVENT฀�I�E��฀CLICKING฀ON฀WHAT฀
LOOKS฀LIKE฀A฀LEGITIMATE฀LINK�฀IMAGE�฀ETC�	฀
OVER฀A฀LINK฀RESULTS฀IN฀AN฀onmouseover 

event that redirects you to, well, wher-

EVER฀THE฀ATTACKER฀WANTS�

<div id="mydiv"

onmouseover="document.

location='http://www.milw0rm.com';"

style="position:absolute;

width:2px;height:2px;background:

#FFFFFF;border:0px"></div>

<script>

function updatebox(evt) {

mouseX=evt.pageX?evt.

pageX:evt.clientX;

mouseY=evt.pageY?evt.pageY:

evt.clientY;

document.getElementById('mydiv')

.style.left=mouseX-1;

document.getElementById('mydiv')

.style.top=mouseY-1;

}

</script>

7ITH฀THIS฀EXPLOIT฀CODE฀�AND฀&IREFOX฀
�����	�฀WHEN฀YOU฀MOUSE฀OVER฀THE฀LINK�฀
THE฀STATUS฀BAR฀WILL฀SHOW฀THE฀LINK฀IN฀THE฀
WEB฀PAGE฀�BECAUSE฀THE฀LINK฀ITSELF฀HASN�T฀
been modified in any way), but this is 

NOT฀THE฀LINK฀YOU฀WILL฀BE฀TAKEN฀TO฀IF฀YOU฀
CLICK฀ON฀IT�

In a nutshell, JavaScript is a Turing com-

plete language, which means it can ac-

complish pretty much any calculation 

you can imagine. Add to this a huge 

standard library of methods that can in-

teract with the web browser (such as on-

mouseover) in potentially unexpected 

ways and you have a recipe for disaster. 

!TTACKERS฀CAN฀ALSO฀USE฀TRICKS�฀SUCH฀AS฀
placing the JavaScript code in a file 

hosted on another web server and then 

calling it with the document.write 

method to load the file remotely. Again, 

this is a legitimate feature that can be 

HEAVILY฀ABUSED฀BY฀ATTACKERS�
On the side of good, you have sites 

such as Google. If you want to use their 

web Analytics or ad serving, you simply 

place a small snippet of JavaScript code 

into your pages, which in turn calls 

much larger JavaScript programs from 

Google’s websites. Advantages include 

the ability of clients to cache the 

JavaScript because it all comes from the 

same URL (meaning pages load faster), 

Google can update their JavaScript pro-

grams centrally, people using it don’t 

have to update their web pages, and so 

ON�฀4HE฀DOWNSIDE฀IS฀THAT฀ATTACKERS฀CAN฀
include JavaScript in web pages and 

serve it from remote locations. Depend-

ing on the document.referrer, document.

location, and location.href variables, 

they can serve custom code for each site 

or no code at all. Thus, if you try to copy 

and examine the hostile web page in a 

sandbox, the hostile code isn’t loaded, 

or a harmless version is sent.

)฀HOPE฀YOU฀DON�T฀LIKE฀ONLINE฀BANKING�฀
shopping, or any “Web 2.0” sites, in-

CLUDING฀'MAIL�฀&ACEBOOK�฀OR฀3TACK/VER-
flow.

Not a bad idea. The use of add-ons for 

&IREFOX�฀SUCH฀AS฀.O3CRIPT฀;�=�฀MAKES฀THIS฀
a relatively painless experience (at least 

once you get all the common sites you 

As ugly and hard to secure as JavaScript is, it could be worse – we 

could be using ActiveX. BY KURT SEIFRIED
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use white-listed). After you install 

NoScript, when you go to a page that 

tries to load JavaScript (either from its 

own server or from a remote server) you 

will get a warning in the bottom right of 

YOUR฀WEB฀BROWSER฀�&IGURE฀�	�฀7HEN฀THIS฀
HAPPENS�฀YOU฀CAN฀CLICK฀ON฀THE฀Options 

button and allow that site to load scripts 

TEMPORARILY฀�UNTIL฀YOU฀RESTART฀&IREFOX	฀OR฀
FOREVER�฀OR฀YOU฀CAN฀BLOCK฀THEM฀ENTIRELY฀
�&IGURE฀�	�

However, you can’t selectively allow 

certain scripts within a domain and 

BLOCK฀OTHERS฀VERY฀EASILY�฀)F฀AN฀ATTACKER฀
manages to conduct a cross-site scripting 

ATTACK฀AGAINST฀A฀SITE฀YOU฀TRUST�฀SUCH฀AS฀
YOUR฀BANK�฀THEY฀WILL฀BE฀ABLE฀TO฀EXECUTE฀
their hostile JavaScript on your machine 

with no warnings.

Why not let domains specify what 

should be loaded from their websites? 

This idea has been proposed as a “Con-

tent Security Policy” [3]. Unfortunately, 

THE฀PROJECT฀IS฀NEW฀AND฀HASN�T฀GAINED฀A฀
lot of traction (on the plus side, there is 

A฀WORKING฀SPECIFICATION฀AND฀AN฀EXAMPLE฀
ADD
ON฀FOR฀&IREFOX฀TO฀IMPLEMENT	�฀)N฀THE฀
FUTURE�฀ONE฀HOPES฀THIS฀PROJECT฀WILL฀BE-

come more mainstream.

If you can’t globally dis-

able JavaScript and if 

controlling it on a do-

main-by-domain basis is 

hit or miss, how are you 

supposed to surf the web 

safely and have access to 

JavaScript-based web-

sites? By using the power 

of Linux, of course! 

Chances are good that if 

you’re reading this maga-

zine, you’re using Linux 

(if not, be amazed at how simply a com-

plicated problem can be solved).

If you’re running the X Window System 

�8&REE���฀WHICH฀BEGAT฀&REE฀$ESKTOP�฀

which is what you’re probably running), 

YOU�RE฀RUNNING฀A฀DESKTOP฀THAT฀WAS฀DE-

signed to, among other things, allow dif-

ferent users and even systems to run and 

DISPLAY฀PROGRAMS฀ON฀THE฀DESKTOP�฀4HE฀8฀
server renders and displays the informa-

tion to the user. The X client runs the 

program and sends the data to be dis-

played to the X server. To allow other 

local users and remote systems to inter-

act safely with the X server on a given 

host, access controls are im-

plemented. With the program 

xhost [4], you can manipulate 

these access controls. If you 

want to browse the web with-

out worrying about a remote 

SITE฀EXECUTING฀HOSTILE฀CODE฀AND฀TAKING฀
over your box, simply create a new user 

FOR฀THE฀EXPRESS฀PURPOSE฀OF฀RUNNING฀&IRE-

fox. The new user will have permission 

to run and display programs on your 

DESKTOP�

Setup (as root):

# adduser webuser

# passwd webuser

Setup (as yourself):

$ xhost +SI:localuser:webuser

This code adds and sets a password for a 

user called webuser. Next, it adds access 

for the webuser account that allows pro-

grams to run and display on your moni-

tor with the use of xhost.

Log in as the "webuser" account

$ su -- webuser [enter password]

Run firefox

$ firefox

When you want to 

surf the web, you can 

JUST฀OPEN฀A฀TERMINAL�฀
use su to change to 

the web user you 

have created, and 

THEN฀RUN฀&IREFOX�฀
which will execute 

and display to the 

monitor as it nor-

mally would. If you 

wanted to go an extra step, you could 

RUN฀AND฀CONFIGURE฀&IREFOX฀�INSTALLING฀
add-ons, saving passwords, etc.) and 

then tar up the web user’s home direc-

TORY�฀!FTER฀RUNNING฀&IREFOX�฀YOU฀WOULD฀
simply blow the home directory away 

and restore it:

Create a backup

# cd /home/

# tar --cvf webuser.tar /webuser

Restore the backup

# rm --rf /home/webuser

# tar --xvf /home/webuser.tar 

--C /home/

!NYTHING฀AN฀ATTACKER฀HAS฀DONE฀TO฀COM-

promise that account will be removed 

�UNLESS฀THE฀ATTACKER฀HAS฀LAUNCHED฀A฀SEC-

OND฀ATTACK฀AGAINST฀THE฀LOCAL฀SYSTEM�฀BUT฀
THIS฀IS฀UNLIKELY	�

Of course, any changes you have made 

IN฀&IREFOX฀ARE฀LOST�฀!LTHOUGH฀THIS฀IS฀NOT฀
the most seamless way to go, it is very 

EFFECTIVE�฀5NLESS฀AN฀ATTACKER฀MANAGES฀TO฀
execute code and then launch a local at-

TACK฀AGAINST฀YOUR฀SYSTEM฀TO฀ELEVATE฀PRIVI-
leges, he will be booted off the next time 

you refresh the account.

Sometimes it’s easier to avoid problems 

rather than try and elegantly solve them. 

Linux offers a lot of flexibility; for exam-

ple, multiple users can use the same sys-

tem – indeed, even the same screen, 

KEYBOARD�฀AND฀MOUSE�฀&OR฀THE฀LONG฀TERM�฀
placing individual applications within 

containers that can be restored easily is 

the way to go. Certainly you can’t rely 

on your software to be free of bugs.  p
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[1]  Firefox 3.0.5 Status Bar Obfuscation/ 

Clickjacking: http://  www.  milw0rm. 

 com/  exploits/  7842

[2]  NoScript add-on for Firefox:  

https://  addons.  mozilla.  org/  en-US/ 

 firefox/  addon/  722

[3]  Content Security Policy:  

http://  people.  mozilla.  org/  ~bsterne/ 

 content-security-policy/

[4]  Xhost manual page:  

http://  www.  x.  org/  archive/  X11R6.  9.  0/ 

 doc/  html/  xhost.  1.  html

INFO

064-065_kurt.indd   65 11.02.2009   15:55:32 Uhr


