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Anonymous Filesharing with Antsp2p

WORKE

Filesharing is a favorite leisure activity for many Internet users. But

conventional filesharing tools have one major drawback — they aren't

anonymous. The Antsp2p project aims to change this.

BY KRISTIAN KISSLING

ost popul, esharing tools re-
veal their users’ IP address?
This means thg if you partici-
pate in a conventional file-sharing net-
work, others may be able to discover
who you are and where you live. This
problem has gained new urgency in the
wake of recent litigation from the music
and movie industries, but for Internet
users in some parts of the world, the
worry over a lawsuit is minor compared
to the very real fear of criminal prosecu-
tion. Certain repressive countries keep
tight control over the use of the Internet,
and anyone who is operating beyond the
government censors is at risk of arrest.
These tensions within the filesharing
community have given rise to a new
phenomenon - the anonymous point-to-
point (P2P) network. Anonymous file-
sharing is an important trend in the evo-
lution of the Internet. The Java-based
Antsp2p [1] anonymous filesharing cli-
ent shows how far these anonymity proj-
ects have come towards reaching their
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goalg. “Privacy is a fundamental right all
over the world and it must be pro-
tected,” Antsp2p chief developer Gwren
said in a recent interview [2]. How does
this promising tool protect the user’s pri-
vacy? And what does filesharing have to
do with ants? Read on for a closer look
at filesharing with Antsp2p.

The Pheromone Trail

On the Antsp2p network, a user’s com-
puter automatically becomes a node or
peer and transparently forwards en-
crypted data from other users. To join
the network, the client first attempts to

Potential Security Risk

The Diffie-Hellman Key Exchange Pro-
tocol introduces an element of risk. An
attacker launching a man-in-the-middle
attack could sniff the secret key and use
the key to decrypt the data packages on
the wire. However, there are plans to in-
troduce a certificate exchange to close
this gap.
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This is the path that most requests will
follow, and the one that will take i
node to the requested file along a trail of
other peers. The local and remote ma-
chines never communicate directly, and
the file exchange is AES-encrypted.

This technique prevents someone run-
ning a node to decrypt the data packages
that are forwarded by their machine. DH
is used to exchange the secret encryption
keys (see the “Potential Security Risk”).

Within the P2P network, computers
are identified by means of ID numbers
that are assigned to each participant
after successfully establishing a link.
The basic principle of Antsp2p relies on
the fact that nobody can map an ID to an
IP address. If a neighbor downloads a
file from your computer, you might no-
tice the computer’s IP and the requesting
ID - but the neighbor and the requesting
node will not typically be one and the
same. The neighbor is just an intermedi-
ary and has no way of viewing the data
forwarded by the neighboring machine
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Figure 1: The Antsp2p GUI after launching. You have to wait for the
program to discover a neighbor before you can start searching for

files.

as the data is encrypted; this
is what keeps file exchanges
on the Antsp2p network
anonymous. However, there
is a price to anonymity:
Antsp2p is very slow, and the
maximum number of nodes
is limited.

Installation &
Configuration

The current beta version
1.4.7 of Antsp2p is available
at the project homepage [1].
The current version assumes
a previously-installed Java
version 1.5 environment [3].
Make the downloaded file ex-
ecutable (you may need to
become root to do so) and
then launch into the install:

nonumber

chmod ut+x 2
AntsP2P_Setup_2
betal.4.7 _p0.8.4.jar
java -jar 2
AntsP2P_Setup_2
betal.4.7 _p0.8.4.jar

The client comes with a con-
venient, GUI-based installer.
The installer first prompts
you to close all active pro-
grams before continuing
(very much like a Windows

Firewall Ants

If your machine resides be-
hind a firewall, open ports
4567 and 4568 to allow
packets to get through; Suse
users can just launch YaST
for this step.

installer). The second step is
to specify the Antsp2p instal-
lation directory. You may
have some difficulty setting
up a link in Step 3, but this
will not affect the install,
apart from an error message
displayed right at the end. In
Step 4, the installer asks you
if you are happy with your
choices before launching into
the installation in Step five.
Finally, Antsp2p should give
you a success message.

To launch the file sharing
tool, change to the directory
with the installation files —
/home/user/ANtsP2P in most
cases - and enter ./ANtsP2P
when you get there.

First Contact

First of all, a GUI-based setup
wizard wants to know which
language you speak and what
kind of Internet connection
you have. The IP address
entry is slightly more diffi-
cult: you might like to leave
this out right now and then
enter a path to save your file
downloads. Finally, select the
browser that Antsp2p will
launch to open links, and
you’re done. The file sharing
GUI is shown in Figure 1.

Port Forwarding

If your machine is hiding be-
hind a router, the router will
typically have an IP address
that it will use to surf the In-
ternet, and this address is
also the entry point to your
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Figure 2: Port forwarding for routers is commonly configured via a

browser interface.

network for any data you attempt to
download. In this case, your IP address
will only be valid within the scope of the
local network; this is a bad thing if you
want other P2P clients to contact you. In
this case, the router has to forward data
from the ports requested by incoming
packets to your local machine.

You will need to configure your router
interface to handle this. Check your
router manual or the router vendor’s
homepage for details. Many routers
show you a configuration GUI when you
point your browser at http://192.168.0.1
or http://192.168.1.1. You need to for-
ward TCP ports 4567 and 4568 for
Antsp2p (Figure 2).

If you will be using a port other than
4567, the second port will default to
the address of the outgoing port plus 1.
If you intend to use Antsp2p regularly,
and over a longer period of time, you
will need to know how your Internet
provider manages dynamic IP addresses.
Many commercial Internet providers
assign you a new IP address through
DHCP at regular intervals (typically 24
hours), and this updating of your IP ad-
dress can interfere with your Antsp2p
configuration.

No matter what kind of router you
have, AntsP2P needs the visible IP ad-
dress of the router on the Internet. To
discover this address, simply surf to an
Internet search engine, type my ip, and
open one of the pages the engine gives
you. The page will tell you the visible IP
address that your machine has on the In-
ternet right now. Make a note of the IP
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Figure 3: Before you launch Antsp2p, first go to the Settings tab to

enter your IP address. But don't press the “Update" button.

address; you will need it to configure
Antsp2p later.

Saddle Your Ants!

Let’s have a look at the Antsp2p GUI
now (Figure 1); you will notice two tabs
titled Hit Start Ants! and Help at first.
The first tab gives you the current status
among other things: Ant not running.
The ID field is empty, and the address
shown below the field reads 0:0:0.

Time to saddle your ants: type 4567
as the port, then press the Settings but-
ton. A third tab appears at the top of the
page, and you can click the tab to access
the configuration menu (Figure 3).

The IP or hostname line is important;
enter your visible IP address here. Do
not click the Update button or the pro-
gram will just reinstate your local IP
address. Instead check Remember this
address, and then go back to the Hit
Start Ants! tab.

Welcome to the
Neighborhood

Things start to heat up now. First of all,
a ten-digit ID appears in the ID box. A
clock in the box below this keeps the
time. The tab now reads Connected
[Peers: n], where n represents the num-
ber of neighboring nodes the program
has found. A chat feature, located in its
own IRC tab makes it easier for you to
search for peers. The feature takes you
to a chatroom with other Antsp2p users,
but there is no need to start talking. This
is just Antsp2p’s way of learning more
paths to peer IP addresses. Don’t worry,
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as nobody knows which ID maps to
which IP address, your anonymity is not
compromised by the chat session.

The next step is to be patient. Ants are
busy little insects, but Antsp2p is more
like a snake in permafrost: it can take
a very long time - up to 20 minutes -
be fore Antsp2p actually contacts the
first neighbor. And this step has to com-
plete before other tabs such as Down-
loads, Uploads, and Search start to ap-
pear. The status line now tells you that
Your firewall is correctly configured. You
have now become part of the Antsp2p
network and can launch a search.

Open the Search tab, type in your
search key, and press Search by string.
Again, it can take a while for the results
to start trickling in (Figure 4) - this just
depends on the number of peers that
Antsp2p has discovered. You can right
click the results to pop-up the context
menu and select Download file (Create
secure connection) from n, where n is
the ID for the owner of the file. The file
itself will then appear in the Downloads
tab.

Supply and Demand

Leaving Antsp2p running for a while
speeds up the download process slightly,
but don’t expect anonymous file sharing
to be able to compete with Amule or
Ktorrent right now - after all, there is
typically just one source for each file.
One good thing about Antsp2p is that
the tool has a resume function. This lets
you go on downloading from where you
left off. The Upload tab tells you if some-
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maximum allowed
download re-
quests. More
search results lets
you add more
storage space for
local files, thus
improving the net-
work speed. Click-
ing on Optimize
Index tells
Antsp2p to stop
doing whatever it
B is doing for a min-
ute, and to im-
prove the node’s
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Figure 4: As the file sharing network does not have many users at
this time of writing, there is very little to share. In most cases, you

will have just once source for each file.

body is downloading one of your files.
To share files, just move them to the
download directory you specified.
Antsp2p supports fine tuning. The
Settings tab lets you configure the maxi-
mum number of neighbors, the maxi-
mum allowed secure connections, or the

performance by
optimizing the
local index. Unfor-
tunately, the
Antsp2p network is so slow that this
minor modification is unlikely to give
you a noticeable improvement.

Conclusions

Antsp2p is on the right track, and the de-
sign looks promising. The interface is
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quite user-friendly, and the future of file
sharing probably does lie in anonymity.
This said, the first trial run was a sober-
ing experience. You have to be a very pa-
tient person to really enjoy downloading
files with Antsp2p. But nearly every
day new beta versions of Antsp2p ap-
pear. Possibly a more recent release will
address some of the performance issues
we encountered with version 1.4.7.
Developer Gwren views the whole
project from a long-term perspective:
“I don’t know what this way will be,
but I’'m sure that people will find a way
to exchange information in a secure and
efficient way.” Until we find the perfect
approach, it could be worth trying
Antsp2p. l

[1] Antsp2p project homepage:
http://antsp2p.sourceforge.net

[2] Interview with Gwren at Slyck: http./
www.slyck.com/news.php?story=567

[3] Java Runtime Environment,
Version 1.5: http://java.sun.com/j2se/1.
5.0/download.jsp
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