
M
ost administrators will be 
aware that ifconfig’s days 
are numbered; after all, the 
ip command is far more pow-

erful – and saves typing into the bargain! 
I’m aware of this, too, but I still find my-
self using the legacy tool. The same 
thing happens to me with the good old 
nslookup. The heir to its throne, dig, is a 
diagnostic tool for nameserver issues. 
Despite this, the dig utility [1] still strug-
gles to compete with its ancestor.

Because of the normative force of fact, 
however, things are starting to change: 
The most comprehensive protocol exten-
sion in the history of the Domain Name 
System (DNS) is currently in full swing. 
I’m talking about DNSSEC.

These security extensions support the 
signing of zone information and could 
help put an end to DNS spoofing. DNS-

SEC [2] creates a chain of trust that 
starts in the root zone and extends 
through the generic (.com, .net, etc.) and 
country domains (.fr, .de, etc.) and 
continues down through the hierarchical 
structure of DNS.

The root zone, which is represented by 
a dot (.) in the DNS nomenclature, 
added the required signatures midyear in 
2010. By the time this magazine reaches 
newsstands, the .de zone should have 
joined suit – the test period was due to 
end May 31.

Digging Dig
So, if I want to find out whether a spe-
cific domain is signed, nslookup will not 
help me, because it doesn’t support 
DNSSEC. But dig does, so I can enter:

dig NS ns1.nic.fr +dnssec

The output doesn’t 
just return the cor-
responding IP ad-
dress, it also gives 
me the new RRSIG 
records, which con-
tain the signature 
data, thanks to 
+dnssec. The public 
keys required for 
validation are now 
stored directly in 
the zone. To allow 
this to happen, a 
DNSKEY record is 
needed. If I want to 
retrieve the public 
key for the root 
zone and write it to 

my root.key file, I need to enter the fol-
lowing line:

dig DNSKEY . +dnssec > ./root.key

Armed with this information, I can trace 
the complete chain of trust into the root 
zone using another useful tool, drill, 
from the ldns-utils package [3]. In the 
following example, I do this for the 
Swedish website:

drill ‑D ‑S ‑k ./root.key www.dnssec.se

Figure 1 shows the chain of trust in an 
easily understandable ASCII graphic. My 
conclusion is that you sometimes need 
external pressure to be able to let go of 
old habits. Rest in peace, nslookup.  nnn
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[1]  dig man page:  
http://  linux.  die.  net/  man/  1/  dig

[2]  DNSSEC: http://  www.  dnssec.  net/

[3]  ldns: http://  www.  nlnetlabs.  nl/ 
 projects/  ldns/
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Figure 1: Charly uses drill to see whether the chain of trust in 

Sweden’s DNS has a missing link.
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