Security Lessons: Disposable Computers

Avoiding cyberattack

Self-Protection

One way to avoid having your personal information stolen is to use a disposable computer

set up for sensitive operations. sy Kurt Seifried

ou have probably read about vari-
ous options for high-performance
computing with Linux in this
month’s issue. But, what do the
bad guys do when they need high-per-
formance computing? They break into
other people’s computers and use them.

So, how can you avoid becoming part
of a botnet and, more importantly, avoid
having your personal information, bank-
ing details, and other sensitive informa-
tion sold to someone in a foreign coun-
try?

By having a disposable computer, of
course! If you need to do something po-
tentially dangerous (like open up an un-
known application) or something sensi-
tive (like online banking) simply use a

clean computer set up for the
task and then wipe it when you
are done. The only problem is
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compromised, a rootkit, virus, or
other malware will most likely be
installed on the system. Many of these
are very difficult to get rid of (especially
on Windows) - generally requiring a
disk wipe and re-install to be certain that
you have gotten rid of everything bad.
This is, of course, highly time-consum-
ing. But, by installing an operating sys-
tem to a CD or a USB key using the right
software, you can easily create a fresh
system in a matter of minutes, giving
you a disposable computer.

CDs vs. USB Keys

There are two main factors for choosing
between a bootable CD or a bootable
USB key for your disposable system. If
your computer is old enough that it
doesn’t support booting from a USB key,
then that pretty much means your
choice is going to be a bootable CD. The
second factor involves whether you
want to store any changed data; if you
do, then a USB key is the way to
go. (Even with re-writable
CDs, I haven’t seen any
ISO distributions set up to
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Figure 1: Pendrivelinux running on Windows.

use them for storage, but if you know of
one, I’d love to hear about it.)

Personally, I use USB keys when surf-
ing to potentially dangerous sites or run-
ning unknown software so that I can
then examine the data and changes
made on the USB key to see what exactly
happened. But, if I want a system that
can’t be modified between reboots, then
I'll use a CD. Even if an attacker breaks
in, they can’t change anything on it (be-
cause the disk is burned and closed to
prevent any future modifications), so a
quick reboot ensures that I have a clean
system again.

Pendrivelinux

Pendrivelinux [1] will install a variety of
Linux versions to either a CD or a USB
key. To make things easier, you can in-
stall using a local ISO image that you
have already downloaded, or Pendriveli-
nux can download the ISO image for you
(which makes it easy to try out new
Linux distributions, if you have high-
speed Internet). You simply download
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the application and run it (Figure 1).
Pick the operating system you want to
run, whether or not you want to down-
load it, and the target drive with a USB
key or blank CD.

You also have the option of making a
writable storage area if you're using a
USB key. If you plan to use the dispos-
able machine for testing something or
need to download something, then you
should select this option.

UNetbootin

Another option for creating a bootable
USB key is UNetbootin [2]. UNetbootin
is actually designed for installing full
versions of Linux to USB keys or hard
drives and does not support burning CDs
or DVDs, so you can’t make a read-only
system easily. However, if you want a
full-fledged Linux system that you can
boot and run from
a USB key, then
UNetbootin is ac-
tually a better tool
in some cases
than Pendriveli-
nux.

Using UNet-
bootin is pretty much the same as Pen-
drivelinux: You pick an operating system
and version to install, pick your target
drive, and hit OK. If you have a copy of
the ISO for the operating system that you
want to install, you can specify that. If
not, UNetbootin will automatically
download it. If you need to test an oper-
ating system quickly, this is by far the
easiest way (Figure 2). However, if you
get compromised, the attacker will be
able to modify the operating system in-
stalled on the USB key - definitely some-
thing to be aware of.

MultiBootISOs

You may have noticed that when
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multi-boot all of them? You use
MultiBootISOs [3].
MultiBootISOs has basically all
the same operating system
choices as Pendrivelinux (but not
as many as UNetbootin, unfortu-
nately) along with a few other
choices like memtest86 (test your
system memory for errors) and
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fender, and Kaspersky rescue
disks (which should allow you to
rescue a virus-infested Windows box)
and Backtrack [4], which can be used
for penetration testing (e.g., walk up to a
machine on the internal network, plug
the USB stick in, reboot, and, voila,
you’re in).

"l use USB keys when
surfing to potentially
dangerous sites ..."

LiLi USB Creator

Of course, I would be remiss if I only
gave you two or three options. The final
program to be covered is the Linux Live
(LiLi) USB Creator. This program is very
similar to Pendrivelinux and UNetbootin
except that it makes setting up a persis-
tent storage area very easy and also al-
lows the size of that storage area to be
configured easily (Pendrivelinux only
has a few choices for size).

Linux Live is also the only one that
will test download mirrors before down-
loading the ISO, which makes it less
likely that you get stuck waiting for a

Pendrivelinux and UNetbootin
are installing an operating sys-
tem on a USB Kkey, they take the
entire USB key and won’t share it
with anything else. So, what hap-
pens if you want more than one
operating system or utility disk
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Figure 2: UNetbootin running on Windows.
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Figure 3: MultiBootISOs running on Windows.

slow site to give you the ISO image that
you need.

Other Live CDs

If you just want to burn an ISO image to
CD and be done with it, you won’t be
short of options. The LiveCD List [5] has
more than 100 entries with links to the
download locations. Also, almost every
distribution now either makes a Live CD
available or has a Live CD option during
install.

Conclusion

This made me think about people who
are not technologically sophisticated
and may depend on you for support.
Mailing someone a CD or a USB key in-
stead of physically visiting them to set
up the machine is very attractive, And,
when upgrading the machine means
simply mailing out another CD or USB
key, I am tempted to say - just as we
shouldn’t give knives to toddlers -
maybe we shouldn’t give hard drives to
people who can’t take care of their com-
puters. mmm
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